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TEOPETUKO-MHOXKXWHHA MOJEJIb AKICHOI'O CTAHY
MPOMUCJIOBOI KIBEP®I3UYHOI CUCTEMHA

B pobomi 3anpononosano MHOJNCUHHY MOOENb AKICHOZ0 CMAHY NPOMUCLO80I Kibep@i3uuHoi cucmemu,
3ACHOBAHOI HA K8ALIMEMPUYHITE OYIHYI 8I10NOGIOHOCMI NOMOYHUX NOKA3HUKIE AKOCMI 0amMYUKie il CeHCOpHOT
iHpacmpykmypu, ouiKy8aHum 3HAYeHHAM. 3aCMOCYBAHHA «AKICHO20» NiOX00Y, AK VHIBEPCANbHO20, MOOMO
He 108 A3aH020 3 KOHKPEeMHUM DI3UYHUM YU JTIHSGICTIUYHUM 3HAYEHHAM SUMIDIOBAHOI BEIUYUHU OAE 3MO2Y
OYiHUMU GNIUE B3AEMO38 AI3KI6 NOKAZHUKIB AKOCMI 306HIWUHIX CUCTMeM HA NOMOYHUL CMAH 00CHLOHCY8AHOL
cucmemu y npoyeci oiazHocmysanus. Bionecenns nomouynozo cmany 0amuuxie ceHCOpHOi inppacmpykmypu
00 nesHozo niddianazony WKAIU BUKOHYE YHKYIIO pedyKyii cKIaoHocmi i 0a€ 3HayHe 3HUdICeHHs 00csacy
O0aHux ons onepysauts. Mooenb HaOae 3M02y MOHIMOPUHZY CIMAHY Y NPOYECT 3aMBEPON’CEHHSA 8 PEATbHOMY
uqci sk 8 yMo8ax eKCniyamayii, max i npu mecmy8aHHi Ha cmaodisx supoOHUYMeEa (NyCKOHANA200HCYBANbHI
pobomu i docnioHa excniyamayis) ma NIOMPUMKU CUCTHEMU.

Knrouoei cnosa: xibepghizuuna cucmema, MHONCUHHA MOOENb, OYIHKA AKOCMI, SKICHUL CTMAH, NOKA3HU-
KU sAKOCmi, AKICHUIL nioXio, cencopua ingppacmpykmypa.

C. JI. Boaxos, k.1.H., E. B. BaBnJjioB, K.T.H.

TEOPETUKO-MHOXECTBEHHAS MOJEJIb KAYECTBEHHOI'O COCTOAHMSA
MPOMBIINIJIEHHOW KUBEP®U3NYECKON CUCTEMbBI

B pabome npeonooicena mmuooicecmeennas mooenb KauyecmeeHHO20 COCMOAHUA NPOMbIUIEHHOU KU-
bep@usuneckoll cucmemvl, OCHOBAHHOU HA KEATUMEMPUUECKOU OYeHKe COOMEEMCMEUs MeKywux nokasame-
Jell Kavecmea 0amyukos ee CeHCOPHOU UHGpacmpyKmypel, odxcudaemvim 3uavenuem. Ilpumenenue «kaye-
CMBEHHO20» N00X00da, KaK YHUBEPCAIbHO20, MO eCMb He C6A3AHHO20 ¢ KOHKPEMHbIM U3ULeCKUM UU TUH2-
BUCTUYECKUM 3HAYEHUEM UBMEPAEMOU 8eIULUHbL NO360ISIeI OYEHUMb BUAHUE 63AUMOCEsA3ell noKasamenel
Kauecmea 6HeWHUX CUcmeM HA meKyujee cOCMosHue UCCie0yemMol CUchmembsl 8 npoyecce OUAzHOCMUPO8a-
Hus. OmHuecenue mexkywezo coCMmoaHus 0amyuK08 CeHCOPHOU UHPpacmpyKmypsl K onpeoeieHHoMy noooua-
NA30HY WKAIbL BLINOIHAEN QYHKYUIO PEOYKYUU CIONCHOCTU U Oaem 3HAYUMenbHoe CHUdMCeHue 00vbema OaH-
HbIX 011 onepayuu. Mooenv 0aem 603MONCHOCH MOHUMOPUH2A COCMOSHUS 8 NPOYecce YMBEPICOeHUs 8
PeanvHOM 6peMeHU KaK 6 YCI08USX SKCNIYAMAayuu, max u npu mecmupo8anull Ha Cmaousx npou3eo0cmed
(nyckonanaooyHvle pabomul U ONbIMHAL IKCHIYAMAYUSL) U NOOOEPIHCKE CUCHIEMDL.

Kniouesvie cnosa: xubepguzuueckas cucmema, MHONCECMBEHHAS MOOelb, OYeHKa Kauecmed, Kaye-
cmeenHoe coCmosHue, NOKA3amenu Kayecmad, KauecmeeHHbvlil N00X00, CeHCOPHAs UHGpacmpykmypa.

S. Volkov, PhD, E. Vavilov, PhD

SET-THEORETICAL MODEL OF QUALITY STATE OF THE INDUSTRIAL
CYBERPHYSICAL SYSTEM

In the work the set-theoretical model of quality state of the industrial cyberphysical system which is
based on qualimetric evaluation of the compliance of the current quality indicators of sensors of its sensory
infrastructure with the expected value. Model assignment is use in systems of monitoring and diagnostics.
The model gives a possibility of building of monitoring of the state of cyberphysical systems in the process of
affirmation in real time as in operating conditions as during testing at production stages (start-up and ad-
Justment works and experimental exploitation) and system support. The main difference from existing sys-
tems based on ‘“related models” is applying of the “quality” approach as an universal one, which is not
connected with specific physical or linguistic meaning of the measured value. Quality indicators in the given
expressions define the quality state of components of sensor infrastructure of the cyberphisical system ac-
cording to the ISO/IEC 25000 series of standards and correspond to the problem-oriented functional proper-
ties of quality, which determine how well the system execute its functions. Attribution of the current state of
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the components of the sensor infrastructure to the certain subrange of quality scale performs the function of
difficulty reduction and gives a significant decline of data volume for operating in diagnostic systems. The
applied methods of qualimetric measurements and evaluating are based on the entropy determination of
simple and complex quality indicators of components of sensory-hardware, sensory-functional and sensory-
software infrastructure. Offered approach also gives a possibility of evaluation of influence of interconnec-
tions of quality indicators of outer systems on the current state of the explored system in process of diagnos-
tics of complicated and critical situations. Set-theoretical expressions for determination of quality state of
functional blocks, hardware units, structure levels and their components are given. The graphical visualiza-
tion of model of quality state of generalized sensory infrastructure and qualitative state of the functional

block is given.

Keywords: cyberphysical system, set-theoretical model, quality assessment, qualitative state, quality in-

dicators, qualitative approach, sensory infrastructure
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Beryn. OCHOBOIO NIarHOCTYBaHHS TEXHIYHHX,
y ToMmy gmcii Kioepdizununaux cucrem (KDC), € Bu-
3HAYCHHS IX MOTOYHOTO CTaHy B PEaIbHOMY MacCIil-
Tabi yacy, siKe MmoJisirae B 3BeJleHHI 1 00poOui BeTu-
KHX OO0CSTiB Pi3HOMaHITHOI BUMIpIOBaJIbHOI iH(DOP-
Martii Juist iteHTUdIKaIlil Ta IHTepIpeTanii CKIIaTHIX
MOJiN 1 KpUTUYHKX cUTyalid. Penykiist ckiaagHOCTi,
sIKa TIOJISATAaE B 3MEHIIICHHI 00CSTIB TaHUX JJIs 00po-
OKM € OIHIEI0 3 aKTyaJbHUX 3aBJaHb SKI CTOSATH
nepe] pO3pOOHUKAMHU JIaTHOCTHYHUX CHUCTEM.

AHaJi3 ocTaHHiX J0CTiTKeHb 1 myOikamiii. Ha
JTAHUI Yac HaHOLTBII JIIEBOFO MO0 BH3HAYCHHS CTAHY
K®C € «mop’si3aHa MOJeNb» sika MOke OesrepepBHO
3aMKCyBaTH Ta BIICTIAKOBYBaTH CTaH PEANBHOI CHCTe-
MHU. OCHOBHHM HEIOJIIKOM TaKOIrO MiJXOMy € OIepy-
BaHHS BEIMKOI KUTBKICTIO 3HA4eHb (DI3MYHUX BEIH-
yuH, Ta cradiB KOC, i, K pe3ynbTaT — MOXIUBICTD
MOJIEJTFOBAaHHS 1 300py CTAaTHCTUYHUX JAHUX TiTHKH Ha
0a3i BENMKHUX JaTa-IIEHTPiB, 1 BIJICYTHICTb aHANI3y
B32€MO3B’A3KIB JIOCTIPKYBaHOI CHCTEMH 3 30BHILTHIMH
crcteMamu (3a0€3MEeYeHHsI Ta OIepaTHBHE OTOYEHHS)
[1 — 4]. AnpTepHATHBOIO TAKOTO MiAXOLY € PIlICHHS
OB’ 5I3aHi 3 BU3HAYCHHSM CTaHY JOCTIDKYBaHUX CHUC-
TEM 3aCHOBaHUX Ha KBAJIIMETPUYHHIA OIIHIII BiJITOBII-
HOCTI TIOTOYHHMX IIOKa3HHWKIB SKOCTI IX CKJIaJOBHX
OYiKyBaHUM 3HaueHHsM. baza anbpTepHATHUBH 3ampo-
MOHOBaHa B poboTtax [5 — 7] npencraBnennsm KOC y
BUIIIAAAL 11 CEHCOPHOI 1H(pPacTpyKTypH, a YHiBepcalb-
HUI MAXIT 10 BU3HAYCHHS SKICHOIO CTaHY JATYHKIB
nocmimkeHo B [8 — 10]. Anamni3 i Moaenb IMOKa3HHUKIB
sikocTi KOC, B3aeMO3B’3KH 1 MOXKIHBHIN BIUTUB SIKiC-
HUX CTaHIB 30BHIIIHIX CHUCTEM ii JKUTTEBOTO ITUKITY
HaBezieHi B poboTax [11, 12].

MeTta. Metoro pobotu € po3poOka MaTeMaTHd-
HOT MOJIeJIi BU3BHAYCHHS SIKICHOTO CTaHy IPOMHMCIIO-
BO1 Kibep(i3n4HOi cHCcTEMH 3aCHOBAaHOI Ha il ceHCO-
pHiil iHPpacTpyKTYpi.

Bukiiax oCHOBHOTO Marepiaiy. 3BepHEMOCS
0 MHO>KMHHOI Mojieni iHQOpMamiiHOro CTaHy Ki-
Oep¢i3nyHOi CHCTEMHU, BU3HAYECHOTO ii CEHCOPHOIO
iH(GPACTPYKTYpOIO, CKIIAJIOBUMHU SIKOI € CEHCOPHO-
amapaTHa, CEHCOPHO-(pyHKIiOHAJbHA 1 CEHCOPHO-

nporpaMHa ingpactpykrypu [5 — 7]. ¥V BinnosigHo-
cti mo [8] kimbkicHe 3Ha4YeHHS iHGOpPMAIIHOTO
CTaHy IOBLIBHOTO HaT4HWKa SK 0a30BOI CKIaIO0BOI
Oyab-gKOi CeHCOpHOi 1H(PacTPYKTypH, BiIIOBIJIAE
KITBKOCTI BiacHoi iH(opmarii #oro mMoTOYHOTo cTa-
HY OTPUMAaHOTO B pE3yNbTaTi EKCIUIyaTaliifHOro
BUMIpIOBaHHS

I(Smeas ) = _1ng(smeas )

7€ (Syeqs €S) — pe3ynbTar BuMiproBaHHs, S —

anQaBiT CTaHiB JATUUKY, p(s,..s) — HMOBIPHICTS

IPUHHATTS JATIMKOM CTaHY (S ~ 005 ) -

BignocHe 3HadeHHs BiacHOi iHpopMaIii cTany
JaTYMKa BiIIOBiaEe BUpasy:

I(Smeas ) _ logp(smeas )

I8 = =
I (Sexp ) log p (Sexp )

ne 1 (sexp) =—log p(sexp) — anpiopHe (O4iKy-

BaHE) 3HAYEHHS Pe3yJbTaTy BUMIPIOBaHHS SIKE Bif-
HOBia€e MaKCUMAaIbHOMY 3HAYCHHIO

(p(sexp ) — max
HICHOT0 po3nofiny, M, — Moza po3noainty. 3BopoT-

HIM 3HAYEHHSIM HaBEJCHOTO BHpa3y € MPOCTHH IO-
ka3HuK skocti (I1T1A):

Sexp :MO) NPUIAHATOTO HMOBIp-

SQM:LZ I(Sexp) _ logp(sexp)

ISA I(Smeas) - logp(smeas) .

[ndopmaniiinuii ctaH AEKITPKOX HaTYUKIB II0
CyTi 1 BU3HAUEHHIO, € 00’ €JHAHHAM 1HQOpMaIIITHUX
CTaHIB OKpEMHX JaTYWKiB, 3BOPOTHE 3HAYCHHS Ta-
KOT0 00’ €JHAHHS € KOMIUICKCHUM MOKa3HUKOM SIKO-
cri (KIISA) COM,, naTuuMKiB BiANOBIJAHOI CEHCOP-
HOI iH(pacTpyKTypu. B cBOIO uepry 3BOpOTHE 3Ha-
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yeHHd 00’eqnanna CQOM,, , Oyne BiamoBilaTu JIe Z — NMOBUIbHI MHOXKHMHH (CKJIaI0B1) MOJICII
KOMILIEKCHOMY MOKA3HHKY (DYHKIiOHATBHOTO 610Ky ~ CCHCOPHOI IHOPAaCTPYKTYpH, Zz,,, — OYiKyBaHe (ampio-

D
COM ,, SIK TIOKA3HUKY OLIBII BUCOKOTO PiBHSA [7,9,  phe) sHaueHHs cTaHy BiANOBIIHOT CKIIALOBOL, z

meas

10]: MOTOYHE (BUMIpSHE) 3HAYEHHS CTaHy BiIMOBITHOL
CKJIQJIOBOI.
Z—log( p( Z~Zp, )|vzexp eZ ) Takum 4uHOM, CTaH (YHKIIOHAIBHOIO OJIOKY
COM = 1 __z FBB TepMiHax 1 BU3HAYEHHSX IIOKA3HUKIB SIKOCTI
15 Z—Iog( P(Z ~ Zyreas )|V Zpmeas € Z ) MoOe OyTH BU3HAYEHUN BUPA3OM:
z
CoM {(/1 =(1:v)).S0M,, }
COM,,, =COM{COoM {(g:(m)),SQMsm}, : (1)
CQM{(l =(1:p)).S0M }
ne SOM,, ., SOM,, ., SOM,, . — IS cen- I'padiune npencrapnenns supasy (1) HaBenene

copiB BiamoBiaHol iHppacTpykrypu, COM — KIIs1  Ha puc. L.
CKJIaJIOBUX BiJIMIOBITHUX PiBHIB.

COM

com{(2=(1:v)),s0M
com com{(c=(1:r)).50M,,,, }.

cou ((2=(1:v)).s50M,,, | LCQM{(e-=<1:r>),SQMse,ﬂng} com{(i=(1: p)).soM,, |

SQMSenAm v SQMSenAW SQMSenFm o SQMSanm SQMSenP o SQMSeanI,

ol

Pucynoxk 1 — Cran ¢ynkuionansHoro 610Ky FB, B TepMiHaX 1 BU3HAYEHHAX
MOKA3HUKIB SIKOCTI

AHAJIOTIYHUM YHHOM, CTaH CKJIAJOBUX Oimbm B [6, 7], MOxe OyTH NpelncTaBIeHO B TepMiHax i
BHCOKHMX pIiBHIB 1 camoi Kibephi3W4HOi CHCTEMH, BHU3HAYCHHSIX IMOKA3HUKIB SIKOCTI BUpazamu (2) 1 (3).
CEHCOpHA MOJIeJIb iHPOPMAIIIHOTO CTaHy SAKHUX JaHa
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CQMSenSys =

(57 =(1:m")).COM,,, . ‘

a-1 _ a-1

—clic2 (o=t ))’CQMCO"W(“”’ _

C4-< B =(1:m")), >

I {(C ()
oM, .
((,6’“=(1:m“)), 1)
(r*=(1:n" )),CQMDWMVQ ,
(ﬂ(a—l) _ (1 (@) ))

=Cl{C2 UL

C3 ( yle ) = (1 - @) )) >

c4
C5.COM | , L
eyt ) (1)
(,81 =(1 :ml)),
,1C6 "=(1:n")),
1669 (»' =(1:n")), | ¢ o
coM,,
| | L L ap®y®..pl! )
ne COMg, . — KIS xiGepdisuunoi cucremn C7—>COM . . |, ., x — IHIEKC BIINOBIIHOrO
BUPaXEHUH Yepe3 MOJENIb CEHCOPHOI i1HGPAacTPyK-  piBHS.

typu, COM , — KIIfl cknagoBux BiANOBITHHUX piB-
HiB, a —iHgekc [14 piBHs, S — ingekc [15 ckmano-
Boi piBast Con, ¥ —iHmEKC CTPYKTYpPHHX anapaTHuX
omunnis Dev ckmanoBoi pisusa, C(-) Bimmosimae
Hacrynunm I C1—>cCoM,, C2—>COM oo
C3—> CQMaﬁaya , C4— CQMaﬂayaﬂ(ml)

c6— CQMMW,J1 ,

b

C5— CQMaﬂa}/aﬂ(afl)y(afl) ’

KsaniMeTrpruHi BUMiprOBaHHS, OIliHKA 1 HAJIEXK-
HIiCTh cTaHy 00 €ekTiB 3 (1-3) ;0 MmKamM SKOCTI 3MiM-
CHIOEThCS 3a TMpaBWiIaMy HaBeaeHUMH B [8 — 10].
MOXHBICTh OLIHKK BIUIMBY 30BHIIIHIX CHCTEM Ha
npane3natHicTh K®C 3abesnedyeTbest aHai3oM
B3a€MO3B’A3KIB ITOKA3HUKIB SKOCTI BCIX CKJIAIOBUX
CucremMu cUCTEM [0 CKIIaAy sIKOI BXOAWTH JOCIHi-
JoKyBaHa cuctema [11].
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COM,,,, =
(;g - (1 K ))’CQMconF ot
(e-) —_ (1. (&)
= D1y D2 (; (14 )) =
D5 CQMC”"F@;E:W’
"=(1:k")),
I pe 6 =005)
COM e,
(gg =(1:kg)),
(é/(gfl) - (1 . kg—l))’
(vi=(1:e*)).cOM, . (W(g—l):(l:e(g—l))),CQMApp e
- D1!D2 78¢8y 8 - - 78¢5\ 8y
D3 ¢ —(1:¢¢)), D5{D6 ( el) (1 gl )
D4 (a) ( )) D7 ’ ( t )
coM ’ CQMFB
r8¢8y8of yecee ), (e (e-1)
(g“l =(1:k1)),
(l//l =<1:el))’CQMApp e A
yeresy D8 S
D9 "=(1:1")),
=)
CQMFBw;gm;lwlm, > (3)
ne COM,, — KIII crpykryproi amapatnoi D4 —COM yeltytat ? D5 —COM ciple) >
omuHMLl  piBHA, COM . = KIISA mporpamuo- D6 —> COM ., DT—>COM lygl .
(YHKLIOHAIBHOTO PIBHS, g - IHIEKC IpPOrpaMHo- et ARG
i } . . D8—>COM ., ., DY —COM . . .»
(GYHKIIOHATBHOTO pIBHA, ( — IHIEKC CKJIAJ0BOI rectet g r8¢tet Gy

D10 - COM

ConF  nporpamMHO-()yHKI[IOHAILHOTO piBHSA, ¥/ recscEN Aot

iHaeKe nopatka App , o — iHAEKC (YHKIIOHATEHOTO

Gioky, D() Bimosimac mactymmmm ILf: Bisyamizamnito SKiCHOro CTaHy y3araJbHEHOi CEH-

CopHOI iH(PACTPYKTYpH TEXHIYHOI CHCTeMH MOOymo-

Dl—CoM,, , D2—>COM ., D3—>COM . .. panoro srigso (1-3) HaBeseHO Ha puc. 2

¢
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[KL'JF S -|
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PucyHnok 2 — JlepeBo SIKICHOTO CTaHy y3arajJbHEHOI CEHCOPHOT
1H(QpacTPyKTypH TEXHIYHOI CHCTEMU

BucHorox

[Moka3HWKH SKOCTI B HaBEJCHHX BHpPa3ax BH-
3HAYAIOTh SAKICHUH CTaH CKJIaJOBUX CEHCOPHOI iH-
(dpactpykrypu Kibepi3udHOi cCTeMH, SIKUH 3TiIHO
[12] mMoxHa BiJHECTH IO MPOOJIEMHO-OPIEHTOBHUX
(YHKLIOHAJIBHUX BIACTUBOCTEH SIKOCTI, SIKI BU3HA-
4aloTh HACKUILKHU JT0Ope cUcTeMa BUKOHYE CBOi (y-
HKIIT.

MoHITOpHHT CTaHy BiOYyBaeThCs y mpoLeci 3a-
TBEP/DKCHHS B pealIbHOMY Yaci SIK B yMOBax €KCILTY-
arauii, TaK i Ipy TECTyBaHHI Ha CTaAisIX BUPOOHHUIIT-
Ba (IIyCKOHAJIaroKyBajbHi poOOTH 1 JOCTHiIHA eKC-
IUTyaTtamis) Ta MATPUMKA CUCTeMU. BimHeceHHS
MOTOYHOTO CTaHy NATYUKIB CEHCOPHOI iH(pacTpyK-
TypH AO MEBHOTO MiJAiana3oHy IIKadH SKOCTi, BU-
KOHY€ (DYHKIIIIO pemyKIlii CKJIAAHOCTI 1 ae 3HAYHE
3HIDKCHHS 00CATY JTAaHUX JUIS OTIEPYBaHHS. 3aCTOCY-
BaHHS «IKICHOTO» MIiAXOJy, $K YHIBEpCalbHOTO,
TOOTO HE MOB’S3aHOTO 3 KOHKPETHUM (I3MYHUM YU
JIHTBICTUYHUM 3HAYCHHSM BUMIPIOBaHOI BETMYMHH
Jla€ 3MOTY OLIIHKM BIUIMBY B3a€MO3B’SI3KiB MOKA3HU-
KiB SIKOCTI 30BHIIIHIX CHUCTEM Ha IOTOYHHUH CTaH
JOCIIPKYBaHOI CUCTEMH Y MPOIIEeCi A1arHOCTYBaHHSI.
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