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FEATURES OF TESTING OF THE BUILT-IN SOFTWARE OF MEASURING INSTRUMENTS

Protection against unauthorized modification or its components, measurement data and protection
against external unintentional and accidental interference are particularly important for measuring instru-
ments (Mls) software. The possibilities of ensuring the security of built-in Ml software, as well as Ml as a
whole, are considered. The analysis of the main features of built-in MI software on the basis of documents,
guidelines and recommendations of international and regional organizations in the field of legal metrology
are shown. The characteristics of Ml software in accordance with international and regional documents,
guidelines and recommendations are the establishment and regulation of such tests, which must be provided
in the testing methods for specific M1 with embedded software.
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OCOBJIMBOCTI TECTYBAHHSA BBYJJOBAHOI'O ITIPOI'PAMHOI'O 3ABE3IIEYEHHS
3ACOBIB BUMIPIOBAJIBHOI TEXHIKH

Cyuacnuil pigetb po36umiy iHOPMAYIIHUX MEXHOA02I poOumb 6ce OibUULL 6NIUE HA CHeYiani308aHe
npoepamue 3abezneyenns (113) ons 3acobis sumiprosanvnoi mexuixu (3BT). Bumozu ma nopsoox mecmy@a-
Ha 113 onsa 3BT suxnaoerni 8 00KyMeHmax MidDCHAPOOHUX | Pe2iOHANbHUX OP2aHi3ayill y eany3i 3aKOH00as4oi
memponocii. YV oinbuiocmi eunaokie cneyianizoearne 113 € 0OHum i3 K1ouosux komnonenmie maxoeo 3BT. 3
02150y Ha ye, HeobXioui epexmusni memoou mecmysanns 113 3BT 3 ypaxysauwnsm pusukie i 3azpos,
108 "A3aHUX 3 11020 GUKOPUCIAHHAM.

113 ona 3BT mae 6ymu po3pobiene makum YUHOM, W00 3a0e3neyumu MaKCUMAibHy npuoamHicms 0
npasuibHo2o 3acmocyséanus camoeo 3BT. 3anexcno 6io muny xoncmpykyii 3BT, uu 6bydosanozo 113 y 3BT,
yy 3BT Ha ocHogi yHigepcanbHO20 KOMN Tomepd, UKOPUCIOBYIOMbCA PI3HI NiOX00U Ma 3aX00U Wooo 3aXU-
cmy 113, tioeo xomnonenmia i sumiprosanoHux danux. Ilpogedenuti ananiz ocnoenux ocoonugocmeti 3BT i3
60yooeanum 113 na ocHOBI QOKyMeHmis, KepieHUuyme i PeKOMEeHOAYil MINCHAPOOHUX I PeCiOHANbHUX Op-
2anizayitl y 2anysi 3aKOH00A840I Mempoao2ii.

113 ons 3BT nosunno naoasamu 8cio HeoOXiOHy iHghopmayiio wodo tiozo idenmubixayii, 3ax00i6, o
sorcusaromucsi 05 3abe3neyenns besneku ma npuoamuocmi 113. Haubinbwi sumozu wooo yb0o2o 6CmaHos-
motomuvcs 01a 113 3BT, wo suxopucmogyromuvcs ax nodymosi npuiaou 001Ky eumpam pisHOMAHIMHUX pe-
cypcis. Pozensamymo moxcnusocmi 3abesneuennsn b6esnexu ax 60yoosanozo ¢ 3BT 113, max i 3BT s3aeanom.
Posenanymi pisui eapianmu posmiwgennst [13 y 3BT i ocobnrueocmi tioeo mecmysanus, 00HAK OCHOBHY Y8a2y
CcKOHYyenmposano Ha soyoosanomy 113y 3BT.

s 113 3BT ocobnueo eascnusi 3axucm 6i0 HeCaHKyiOHOBAHOL 1020 MOOugikayii yu 1020 KOMNo-
HEeHmIiB8, OQHUX UMIPIOBAHbL MA 3AXUCTN 80 308HIUHIX HEHABMUCHUX MA 8UNAOKOBUX 8MPY4aHb. Xapakmepu-
cmuxamu 113 3BT 32i0n0 3 MidicHapoOHUMU Ma pe2ioHaTbHUMU OOKYMEHMAMU, KEPIGHUYMBAMU | PEKOMEH-
dayisimu € 8CIMAHOGIEHHS MA Pe2laMeHmayis MaKkux eunpooysans, ki HeoOXIOHO nepedbaduumu 8 Memooax
mecmysanns 0as konkpemnux 3BT i3 60yooseanum I13.

Knrouoei cnosa: npocpamue 3abesneuenns, 3acobu GUMIPIOBATLHOI MeEXHIKU, SUNPOOYBAHHS, 3AKOHO-
0asya Memponoeis, HopmMamueHa 6asa.

O. H. Besinuko, 1.17.H., B. B. I'aman, O. B. I'padoBckuit, x.1.1H., T. b. 'opauenko, 1.1.1.

OCOBEHHOCTHU TECTUPOBAHMSA BCTPOEHHOI'O ITIPOI'PAMMHOI'O OBECIIEYEHUA
CPEJCTB U3MEPUTEJIbHOM TEXHUKH

s npoepammmozo obecneuwenus (I10) cpedcme usmepumenvrou mexuuxu (CUT) ocobenno easichvi
3auuUma om e20 HeCaHKYUOHUPOBAHHO20 USMEHEHUs UYL €20 KOMNOHEHMO8, 3auuma OaHHbIX UMEPEHUl U
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3auuUmMa om 6HeUHUX HeNPeOHAMePEeHHbIX UL CAYYAUHbIX gausHull. Paccmompenvt gozmoocnocmu obecne-
yenus besonacrnocmu scmpoennozo 110 CUT, a maxoce CUT 6 yenom. Ilposeden ananusz ocHoOBHbIX 0CODEH-
Hocmetl ecmpoernoco 110 MU na ocHoge 0OKYMeHmMO8, PYKOBOOCE U PEKOMEHOAYUL MEeHCOYHAPOOHBIX U
PEGUOHATILHBIX Op2anu3ayull 8 0O1acmu 3aKkoHodamenvrol memponoauu. Xapakmepucmuxu 110 MI ¢ coom-
B6EMCMBUU C MENCOVHAPOOHBIMU U PECUOHATLHBIMU OOKYMEHMAMU, DPYKOBOOCMEAMU U PEeKOMEeHOAyUsMu
AGNAIOMCSL YCMAHOBNEHUEM U PeSYTUPOBAHUEM MAKUX UCNBIMAHUL, KOMOpble OO0JJICHbL OblMb YKA3AHLL 6

Memooax ucnvimaHuil 011 KoHkpemnozo MI co scmpoennwvim 110.
Knroueswvle cnoea:. npocpammuoe obecneuenue, cpedcmea UsmMepumenbHoU mexHuKu, UCHbImanus, 3a-

KoHOOamesnvbHas Mempojiocusl, HOpmMamueHasl basza.
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Introduction

The modern level of the development of infor-
mation technology (IT) is having an increasing in-
fluence on specialized software for measuring in-
struments (MlIs). The document of the International
Organization of Legal Metrology (OIML) [1], the
recommendation of the Eurasian Cooperation of the
State Metrology Institute (COOMET) [2], the docu-
ment and guideline of the European Organization for
Cooperation in Legal Metrology (WELMEC) [3, 4]
establish the main requirements and procedures for
testing software for Mls.

Specialized software for Ml has become one of
the key components of modern MI. The basic Ml
configuration is of two types: based on a universal
computer and built-in MI itself. The requirements
for the respective two types of software are different,
since built-in M1 software is more secure. It is much
easier to implement an extraneous intentional
change to universal computer software. In addition,
the MI used for accounting must have built-in Ml
software with a higher protection class.

It is relevant to select effective methods for test-
ing specialized software for Ml in order to identify
the main risks and threats associated with its use.
For this, it is necessary to analyze the basic require-
ments of international and regional documents,
guidelines and recommendations and highlight the
most critical ones. This is, first of all, advisable to do
for built-in M1 software.

Analysis of publications and research

An analysis of the requirements of regulatory
support regarding specialized software for MI is
shown in [5]. An analysis of the features of software
testing methods for MI according to the require-
ments of [1, 4] is described in [6]. The algorithms
for testing software for MI and their main compo-
nents for OIML requirements [1] and WELMEC
requirements [3, 4] are considered in [7]. An analy-
sis of the regulatory framework at the national level
for testing software for MI described in [8] in order
to test its suitability for conformity assessment of
MI. However, these works are not aimed at research
the security of built-in MI software.

The security issues, risk assessments and threats
associated with the use of MI software are discussed
in [9-12]. Those research focus on testing methods
according the WELMEC requirements [4] and inter-
national standards. However, these works do not
take into account the OIML requirements [1] and the
possibility of using the built-in MI software.

An approach aimed at automatically checking
the parameters for built-in MI software in accord-
ance with the OIML requirements [1] is proposed in
[13]. The general criteria for assessing the safety and
protection of software components are considered.
However, this work does not take into account the
WELMEC requirements [4].

Thus, in the described researches, no analysis
was made of the complete fulfillment of all OIML
requirements [1], in particular, with regard to testing
of the built-in Ml software.

Setting objectives

The purpose of this research is to develop ap-
proaches to ensure security built-in MI software,
taking into account the features of its testing. This
will increase the protection of MI software against
unauthorized changes to the software and its compo-
nents, measurement data, unintentional and / or ac-
cidental interference. This will help to protect built-
in MI software from unauthorized changes to the
software and its components, measurement data,
unintentional and/or accidental interference.

Main features of the bilt-in Ml software

Depending on the type of construction of the
MI, from the built-in MI software to MI on the basis
of a universal computer, different approaches and
measures for protecting the software, its components
and measurement data are used.

The built-in M1 software (Figure 1) has the fol-
lowing features:

they are built for specific measurable purposes,
no other tasks can be fulfilled;

they are built on the basis of microcontrollers
that contain the components required for work and
have a fixed set of commands;

the user can enter only those commands that are
installed by the manufacturer;
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the display only shows the information that is
installed by the manufacturer;

only the communication interfaces (Ethernet,
USB, RS-232) that are installed by the manufacturer

are used,;
the measuring and hardware part may be placed
in a protective case that may be sealed.
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Figure 1 — General structure diagram of built-in MI software

These features provide the following software
security capabilities (as well as the Ml as a whole):

there is a possibility to block hardware reboot
of the built-in software;

when using specialized microcontrollers that
have built-in analog-to-digital converter (ADC)
channels, measuring data from sensors or transduc-
ers comes directly to the microcontroller nodes for
further processing, which excludes the possibility of
interfering with these data;

it is possible to use microcontrollers with built-
in specialized modules to provide protection: rapid
calculation of CRC16/CRC32, random number gen-
erator, resource access separation, memory protec-
tion (MPU), etc;

without interference in the hardware part of the
device, it is impossible to spoil the data and com-
mands transmitted between the microcontroller and
the user interface, and it is impossible to enter com-
mands not specified by the manufacturer;

through communication interfaces, only those
commands and data that are associated with the
measurement process are identified and transmitted
by the manufacturer, in addition, some microcontrol-

lers contain an integrated module input/output data
port and bridge peripheral;

in the event of MI failures associated with
software, it is possible to restart it on a watch com-
mand:;

the hardware part can be placed in the protec-
tive case, in case of which a record will be created in
the event log;

if necessary it is possible to place sensors of
magnetic and electromagnetic (EM) fields near sen-
sitive elements of the measuring system, in case of
exceeding the established norm, a record will be
created in the event log;

a reserve power may be used to ensure continu-
ous operation.

If MI has built-in software that is hosted on:

microchips, permanent memory devices without
erasure (PROM);

microchips, permanent memory devices with
ultra-violet light (EPROM);

PROM or EPROM microcontrollers;

permanent memory devices with the ability to
erase (EPROM, Flash) in the absence of data inter-
faces;
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Figure 2 — Software identification for built-in M1 software

or there is a constructive (hardware or software)
blocking of microcontroller software overwriting,
that is, there is no possibility of interference with
software without opening the case (breakdown of the
device’s safety seal), then such software is consid-
ered to be unaltered during operation.

Basic requirements for bilt-in MI software

Unchanged software is considered to be the
hardware unit of the device and is considered in the
same volume as other components, nodes, elements of
the electrical circuit, etc. The software documents
submitted for conducting the tests for compliance
with the requirements of the technical project must
contain, including the justification for assigning the
software to the same.

Software should be designed in such a way as to
ensure maximum suitability for the correct application
of the MI, including:

not having un-documented functions or com-
mands that may affect the metrological characteristics
or performance of the Ml;

eliminate intentional or unintentional actions of
the user or others through interfaces that may distort
measurement results.

These requirements apply to the main embedded
software, as well as to additional or auxiliary soft-
ware, if it is used by the MI and may affect the meas-
urement results, storage, or transmission of measure-
ment results while operating this tool. Additional
(auxiliary) software must also be identified and pro-
tected, that is, it needs to perform the same testing as
for the main software. Software for MI must provide
all necessary information regarding the identification
of the software, the measures taken to ensure the
security and suitability of the software.

Main features of identification of the bilt-in
MI software

It is unimaginable to consider in more detail the

identification, security and applicability of MI soft-
ware. Software identification is a sequence of charac-
ters that characterizes this software, is clearly associ-
ated with it and distinguishes it from software.

The main purpose of identifying common-use
software is the protection of the copyright of the de-
veloper, which specifies the following data: the name
of the developer, the trademark, the product name, the
version of the product, etc. (Figure 2). For some de-
velopers, especially if the software is freeware, copy-
right protection is not important, so they do not speci-
fy copyright information.

For software, Ml identification is used to verify
and confirm the integrity and integrity of the soft-
ware. For this purpose only the author’s information
is not enough, the possible change of the code of the
array or files in no way affects the author’s infor-
mation. The identification should be such that it
would be possible to track software changes, that is,
each change should lead to a change of identifica-
tion. It is possible to implement the calculation of
the checksum using the algorithm of the cyclic re-
dundancy code or the hashing of a specific data
block. Any change to the software will change the
software code. This will be the result of interference
in MI.

For example, firmware microprocessor for em-
bedded software, legally significant part of the file
or the entire files is used (Figure 3). When any sig-
nificant part of the software was changed, the value
of the checksum was changed.

For built-in MI software, the use of cyclic re-
dundancy code CRC-16 or CRC-32 is considered
sufficient because:

its implementation is relatively simple;

does not require a lot of resources;

the checksum function can also be used to con-
trol the integrity of the data being transmitted.
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Figure 3 — Software code change indication for built-in MI software

For MI with an operating system, use of CRC is
not appropriate; since it has a low level of counter-
feit protection it is possible to change the code so
that the checksum remains unchanged. For such
tools, use hash functions, such as MD5, SHA-1,
SHA-2, and RIPEMD-256.

Software identification may include the name
of the software product, version, file name and file
size or data array, checksum, and algorithm used
(Figure 4).

codedata.hex, 32438 byte, Version 3.0; CRC32: @x8B8DD33A

Figure 4 — Program identification option.

The choice of the algorithm to calculate the
checksum depends on the hardware implementation
and the adequate level of protection of components
of the software from forgery.

Producers of MI with software, software devel-
opers should provide the ability to display identifica-
tion when the device is turned on or by a user com-
mand. In the absence of indication or printer, it
should be possible to read the identification through
the interface.

As an exception, the identification may be indi-
cated on the marking of MI, if it is not possible to
display the value of the identifier on the display or
there is no display, there is no communication inter-
face, and after the device is made the software
change is not possible or possible when replacing
the hardware part. The software that has a specific
identifier is identified.

Software protection in the broadest sense is a
set of measures aimed at preventing the unauthor-
ized use, study, distribution and modification of
software, as well as protection against accidental
interference. For MI software, protection against
unauthorized modification of software and its com-
ponents, measurement data, protection against unin-
tentional and accidental interventions is important,
namely:

source software code;

measuring data from measuring system sensors;

command entered by the user;

measurement data displayed on the display;

measuring data and gauge coefficients stored in
the device’s long-term memory;

measurement data transmitted through commu-
nication channels.

Main requirements to the bilt-in Ml software
testing

An extended classification of software testing
approaches and methods based on test design ap-
proaches is considered in [14]. The document OIML
D 31 [1] sets the general requirements for testing of
MI with special software. The requirements of the
document do not cover all the technical requirements
that are individual for each type of MI. In particular,
some indicators that are tested for M1 software based
on universal computers are not tested for Ml with
built-in software, as they are already a priori taken
into account during design.

Therefore, it is necessary to consider the most
critical requirements of document OIML D 31 [1], in
particular: requirements for software protection
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against prevention of accidental misuse of Ml and
authorization protection.

The document OIML D 31 provides an approv-
al procedure for the MI type and the methods and
software testing software depending on the estab-
lished risk level. These risks are described in detail
in [7]. In order to specify the requirements for soft-
ware and to provide testing methods, it is necessary
to use additional requirements of document OIML D
31.

The documentation provided by the manufac-
turer of the MI (software developer) under the ap-
proved type must contain information sufficient to
verify compliance with the requirements of the
OIML D 31 document. This documentation should
allow the development of specific test methods for
the MI built-in software. The software must be de-
signed in such a way as to ensure the best fit for the
correct application of the M.

Conclusion

An analysis of the peculiarities of Mls with the
built-in software was carried out. For this purpose,
all the main components of such a MI are presented.
The possibilities of providing the built-in software
security as well as Mls in general are considered.

Different variants of placement of software in
the MI and features of its testing are considered.
Characteristics for software of MIs in accordance
with international documents are set testing of which
a necessary to provide in the methods for specific
M1 with the built-in software.

A feature of the MI software is the need for re-
liable protection against unauthorized modification
of software and its components, measurement data,
protection against unintentional and random inter-
ventions.

Consequently, it is necessary to take into ac-
count such the most critical requirements of docu-
ment OIML D 31 and WELMEC 7.2 guide as re-
quirements for software protection against preven-
tion of accidental interference in MI and authoriza-
tion protection.
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